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We have successfully demonstrated an on-demand programmable SDN-enabled hardware encryptor for
optical networks and tested its application in a QKD use case. Our proposed encryptor is unique in a
way that it combines on-demand programmable encryption algorithms with a 100G Ethernet network in-
terface for providing a high transmission capacity with a flexible security. We have successfully formed
an on-demand encryption library consisted of AES-256, AES-192, AES-128, Camellia-256, XOR and no-
encryption configurations. Our system has shown network throughput of 91.3 Gbps for AES variations,
90.2 Gbps Camellia-256 whilst, theoretical encryption throughputs were 160 Gbps . In addition, the good-
puts of all the encryption schemes were measured as at least 90.4 Gbps. For a faster reconfiguration of
the FPGA, Partial Reconfiguration technology has been utilised, and for encryption 2.6 s and decryption
2 s reconfiguration times have been achieved. The FPGA configuration rate was 3.35 MB/s. When our
proposed design was tested in a QKD use case, with 256-bit keys, the highest achieved key consumption
rate was 27 key/s which corresponded to the minimum granularity of 474 MB per key. Thus, with a 256-bit
key up to 6912 b/s key consumption rate was achieved. In addition, the encryptor’s end-to-end network
latency has been tested by using 300k standard ICMP Pings and for all encryption schemes the latency
was measured as 0.093ms ± 0.028ms in average but the encryption/decryption processes did not have a
meaningful latency impact with a microseconds precision.
© 2021 Optical Society of America

http://dx.doi.org/10.1364/ao.XX.XXXXXX

1. INTRODUCTION

Optical Transport Networks (OTN) technologies have been a
rapid growing research area and OTNs have been enablers for
many different technologies including Internet-Of-Things (IoT),
5G Networks and Smart Cities etc. As the amount of critical
technologies transported over networks increases, the larger
transmission capacities have become tremendously important to
prevent any delay or loss of information. Therefore, in the recent
years many network hardware have been developed to support
bandwidths more than 10 Gbps, 40 Gbps or even 100 Gbps. The
surge in the growth of information transported over networks,
has also created many vulnerabilities and threats in terms of
security, and so, it is vital to develop optical network security
solutions that can provide encryption/decryption for high speed
networks.

In order to enhance the security of the network, Quantum

Key Distribution (QKD) can be used to provide unconditional
secure key exchange. Thus, many collaborations have been
established to provide QKD encryption/decryption solution for
OTNs. Nokia, SK Telecom, ID Quantique in 2018 for encryption
of Nokia’s OTN systems over SKT’s commercial network by
using IDQ QKD system collaborated [1]. Another collaboration
initiated in 2019, where IDQ and ADVA were teamed to produce
the first commercial QKD compatible encryptor where ADVA’s
FSP 3000 encryptor and IDQ Cerberis 3 QKD systems have been
utilised to achieve quantum secured network over 100 Gbps
bandwidth [2]. Moreover, ADVA and Toshiba partnered for EU
funded OPENQKD project in 2020 for developing a secure QKD
network across the Europe, and later in 2021 Toshiba announced
successful demonstration of 600 km quantum network over
optical fibre as part of the same project [3].

QKD like other private key exchange protocols, it can pro-

http://dx.doi.org/10.1364/ao.XX.XXXXXX
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vide a key exchange for private key encryption algorithms such
as Advanced Encryption Standard (AES). Private key encryp-
tion is typically preferable due its simplicity whilst providing
a high-level of security [4]. Thus, today many high bandwidth
private key encryption/decryption solutions have been seen in
the literature and market. However, the key generation capabili-
ties of the networks’ can vary [5], and, encryption/decryption
solution should be able to adapt itself by adjusting the security
level to match the available resource. Thus, the security can be
optimised for different key rates by reconfiguring the encryption
scheme. Moreover, reconfigurability of the encryption algo-
rithm can be utilised for optimising the encryption/decryption
performance for the available network throughput. Although,
previously a some level of flexibility has been provided with
hardware-locked algorithms, a dynamic-reconfiguration of the
encryption/decryption algorithms have not been provided for
high speed networks.

In [6, 7], we have demonstrated an FPGA based 100G
Software-Defined Network (SDN) enabled programmable en-
cryptor which provided a high bandwidth with on-the-fly recon-
figuration of encryption/decryption algorithms. In this publi-
cation, we are extending our design with new reconfiguration
capabilities to improve its flexibility. Thus, we are exploiting the
Partial Reconfiguration (PR) technology as well as improving
the interactions with the SDN controller. Also, more in-depth
technical details have been provided, and experimental results
have extended with the further investigation of the resource util-
isation, reconfiguration times, latency measurement, and also,
tested our design with a QKD use case. In this paper, we have
presented 2.6 s and 2 s algorithm switching times for encryption
and decryption respectively with a 3.35 MB/s FPGA config-
uration rate. The network throughput of 91.3 Gbps for AES
variations, 90.2 Gbps for Camellia-256 and at least 90.4 Gbps
goodput for all algorithms have been achieved. The theoretical
encryption rate of our system was 160 Gbps. Our hardware
has also shown a key consumption rate of 27 keys/s which
corresponded to 6912 b/s for a 256-bit key and a minimum gran-
ularity of 475 MB/key. In addition, the end-to-end network
latency was measured as 0.093ms ± 0.028ms in average for all
the encryption schemes.

In Chapter 2, the state-of-the-art can be found, Chapter 3 will
provide system architecture and technical details. In Chapter
4, results obtained from the experiments including the QKD
testbed will be presented. Chapter 5 will summarise and con-
clude this paper with the future works.

2. STATE-OF-THE-ART

Previously, the hardware based high data-rate encryptors have
been seen in the literature and commercial products. The encryp-
tors in the literature have been designed for maximising the clock
frequency that the system run to achieve the highest encryption
throughput. Probably in the literature one of the most outstand-
ing encryption performances has been achieved to the date, is
described in [8], where Xilinx Ultrascale FPGA showed 482 Gbps
AES throughput and for 400 Gbps Ethernet interface with no
reconfigurability capabilities. Also, 222 Gbps throughput was
achieved by an [9] where parallel AES-128 was implemented on
a Xilinx Virtex 7 FPGA. Another of an FPGA based high through-
put AES encryptor can be seen in [10] where on Xilinx Spartan
6 based designed achieved 113.5 Gbps. In addition, on Xilinx
Virtex-5 FPGA AES encryptor achieved 119.5 Gbps throughput
[11] for 100G Ethernet, and 102 Gbps throughout was reached

Table 1. Comparison of the other encryptors in the litera-
ture with our work. N/A = Not Available, * Commercial
Products,† AES, ‡Camellia

Work Reconf. LUT BRAM
Network

Data Rate

Encryptor

Data Rate

[8] 7 336k 0 N/A 482 Gbps

[9] 7 N/A N/A N/A 222 Gbps

[10] 7 9.9k 0 N/A 113.5 Gbps

[11] 7 14.7k 0 N/A 119.5 Gbps

[12] 7 79.3k 0 204.8 Gbps 48.3 Gbps

[13] 7 4.08k 0 N/A 0.4 Gbps

[14] 7 21.3k 0 N/A 3.1 Gbps

[15] 7 3.1k 457 N/A 5.1 Gbps

[16] 7 N/A N/A 0.4 Gbps 11.1 Gbps

[17] 7 3.8k 114 N/A 15.3 Gbps

[18] 7 22.9k 0 N/A 73.7 Gbps

[19] 3 5.2k 0 N/A 86 Gbps

[20] 3 53,2k 140 N/A N/A

[21] 3 2.3k 6 N/A N/A

[22] 3 14.4k 48 N/A N/A

[23] 3 N/A 351 N/A 1.7 Gbps

[24] 3 N/A N/A N/A 128 Gbps

[25]* 7 N/A N/A 100 Gbps 100 Gbps

[26]* 7 N/A N/A 100 Gbps 100 Gbps

[27] 3 N/A N/A 1 Gbps 0.0001 Gbps

Ours† 3 145k 0 91.3 Gbps 160 Gbps

Ours‡ 3 62k 468 90.2 Gbps 160 Gbps

on Xilinx Virtex-7 [12]. Other FPGA based encryptors in the lit-
erature [13–19] have achieved encryption throughputs between
0.4-86 Gbps. Probably one of the most important encryptors
for optical networks was reported in [12], where 3 different
algorithms were accommodated on the FPGA firmware and
AES, Galois/Counter Mode (GCM) and Internet Protocol Secu-
rity (IPSec) have been provided up to network throughput of
200 Gbps with theoretical AES throughput of 48.38 Gbps.

Also, reconfigurable encryptors have been seen in the liter-
ature. In [20], Xilinx Zynq-7000 FPGA where AES and 3-DES
encryption algortihms were configured to be programmable.
Although, PR was utilised, the throughput was not reported,
but the configuration speed was 15759.51 bytes/ms. In another
publication, [21], AES variations were implemented on Xilinx
Virtex FPGA with a PR and AES-128, AES-192 and AES-256 in
a reconfigurable fashion. 1.82 Mb/s configuration times were
reported however, this algorithm did not posses any high data
rate network compatibility. In addition, in [22] 2.5 Gbps through-
put was achieved on reconfigurable FPGA with 4 different AES
setups. Similarly in [23] reconfigurable Xilinx FPGA based multi-
core encryptor system has been demonstrated with throughput
of 1.7 Gbps. Moreover, General Purpose Processor (GPP) based
reconfigurable encryptor which could utilise 15 different algo-
rithms was shown in [24] with 128 Gbps encryption throughput,
however, the system was not designed for high bandwidth net-
works operation.



Research Article Journal of Optical Communications and Networking 3

In order to achieve high throughputs every implementa-
tion exploited different logic resources in their implementations.
There is not a single correct approach for the optimal logic utili-
sation, however the majority of the fast encryption algorithms
rely on using Look Up Table (LUT) based methods over Block
Random Access Memory (BRAM) based approaches. As it can
be in Table 1, over 100 Gbps encryption throughputs frequently
achieved by LUT based methods. Implications of LUT and
BRAM based implementations will be also discussed more in
depth later in Section 4.

Commercially, there have been a couple of products which
have managed to provide high bandwidth encryption capa-
bilities without providing programmable private key encryp-
tion. One of the important commercial encryptors is Centauris
CN9000 [25], where an AES based encryptor was developed for
100G Ethernet. Similarly, AES-256 encryptor FSP3000 for 100G
Ethernet has been developed by ADVA [26].

In addition, like our proposed encryptor several architectures
have been designed in order to be utilised in a QKD scenario.
As it was described in [28], XOR encryptor has been tested in
an FPGA based QKD system. Since the implementation’s main
concern was the QKD algorithms a high key consumption rate
of 17 kb/s for 20 km fiber has been achieved. However, XOR
cipher is not considered secure, and also, no high-bandwidth
network integration nor an encryption rate were reported. In
[29], ADVA demonstrated AES-256 based encryptor using QKD
and reconfigurable Post Quantum Cryptography (PQC) based
authentication for 100G Ethernet. Their implementation was
focused on reconfigurability of the public key based authentica-
tion and no programmable private key encryption was shown.
Another remarkable QKD and Encryptor combination was re-
ported in [27], where One-Time Pad (OTP) and AES-256 was
implemented in a switchable manner for the Tokyo QKD Net-
work. However, the implementation’s main focus was on OTP
encryption and AES-256 was reserved for the residual keys.
Thus, the encryption rate was reported as low as 128 kbps with
a key consumption rate of 420 b/s for 45 km fiber.

Several encryptor implementations showed capability with
operating at high data rate networks, but to our knowledge
non of the high data rate encryptor has yet provided on-the-
fly reconfigurability. Therefore, our proposed SDN-controlled
programmable encryptor combines the high data rate with re-
configuration capabilities to bring the encryption flexibility to
the high bandwidth networks. Table 1 presents the comparison
of different high-band encryptors in the literature and market.

3. SYSTEM ARCHITECTURE

The proposed programmable encryptor architecture has been
designed for the flexible optical security with a high network
capacity. The flexible security can be understood as optimising
the security level to the available network resources. These
network resources can be keys and throughput. The FPGA
technology has been chosen due to its fast parallel logic based
nature in this research.

In Fig. 1, the overview of the encryptor architecture can
be seen. In this research, Xilinx Virtex Ultrascale (XVCU095)
which was located on Xilinx VCU108 board was utilised. FPGA
based 100G Ethernet implementation has been used for provid-
ing 100 Gbps data rate between two encryptor nodes via Quad
Small Factor Pluggable (QSFP) transceivers. Clients can connect
to the encryptor via 10G Ethernet lines which are established
by Small Factor Pluggable (SFP) transceivers and located on an

Fig. 1. Programmable encryptor system overview

FPGA mezzanine board (FMC). Data received from 10G Ether-
net interface is upscalled by AXI-4 Width converters and loaded
to the encryptor/decryptor modules, and encrypted traffic is
transmitted outwards via 100G Ethernet Interface. For decryp-
tion this process is applied in the reverse order. The encryp-
tion/decryption keys are obtained by the FPGA via PCI-Express
bus which is managed by PCI-Express Bridge Subsystem. The
key handler is responsible from storing the keys and allow en-
cryption/decryption to access them when it is necessary. For
the 10G and 100G Ethernet firmware, Xilinx 100G/10G MAC
Ethernet IP cores have been used.

SDN controller accommodates a key management applica-
tion (KEY-APP), topology and connectivity services. KEY-APP
is responsible from communicating with the key generation
server via server agents for withdrawing the keys from the key
database and establishing secure key exchange links with key
exchange device. Also, the encryption library is located within
the SDN controller where on-demand ciphers are held. SDN
controller is responsible from loading the on-demand encryption
algorithms and encryption keys to the FPGA by utilising opera-
tional opcodes. Opcodes are instruction words which specify the
needed operation to the key handler. For loading the encryption
schemes USB 3.0 and for the keys PCI-Express buses have been
used. In addition, topology and connectivity services provide
the traditional SDN controller functions, where topology service
dictates the network topology and resources to the network,
whilst connectivity service is responsible from path computation
and resource management algorithms. In the following sections
the technical details of the each individual component of the
system architecture will be discussed.

A. Programmable Encryptor/Decryptor Firmware
PR provides flexibility by allowing FPGA die to have reconfig-
urable regions which can be modified on-the-run based on the
application’s need without compromising the system’s integrity
[30]. In this research the main advantage of the PR was pro-
viding fast reconfiguration times for different algorithms since
the smaller areas were needed to be modified. In addition, it
allows easier integration of newly developed algorithms into the
encryptor architecture due to modularity. PR is also an extension
to our previously published works in [6, 7].



Research Article Journal of Optical Communications and Networking 4

To accommodate PR functionality within the FPGA, the
firmware architecture has been designed in two different re-
gions; static and dynamic. The static region of the FPGA is con-
sisted of modules which are not intended to be modified on-the-
fly, whilst, dynamic region accommodates modules which are
loaded by the SDN controller depending on the needs of the net-
work. The static regions of the FPGA includes of 100G/10G Eth-
ernet Cores, Traffic Aggregation/Dis-aggregation modules, PCI-
Express Subsystem, Key Handler and Encryption/Decryption
top level modules. The dynamic regions are two separate black
box modules that are located in the encryption/decryption top
levels where the custom encryption algorithms could be loaded
into.

The encryption/decryption top levels can control the loaded
black box algorithms via start, encryption/decryption inputs
and outputs, clock, reset, ready and key signals. For the en-
cryption, when a plain text arrives based on the readiness of
the 100G Ethernet core a start signal is generated to initiate the
encryption process. After encryption rounds are completed a
data ready signal is asserted by the encryption block and cipher
text is passed to the relevant 100G Ethernet buffer interface. For
the decryption this process operates in the reverse order, and
thus, when a valid data is received from the 100G, it triggers
the start and cipher text is loaded into the decryption. After
decryption rounds are completed the plain text is passed to the
buffer stage for the 10G dis-aggregation with the asserted ready
signal. In Fig. 2, illustration of partial reconfiguration, static and
dynamic FPGA regions can be seen.

The encryptor architecture utilises Xilinx Advanced eXten-
sible Interface (AXI4) for high-performance master-slave data
bus interface, and thus, 10G/100G Ethernet cores uses AXI4
stream protocols and the system’s data-bus protocols shaped
around AXI-4 stream. Xilinx 10G Ethernet utilises 64-bit bus,
whilst, 100G Ethernet uses 512-bit bus, and so, the conversion
from 64-to-512 and vice-versa are done by using Xilinx AXI
width converter First-in First-out (FIFO) modules prior to the
encryption/decryption processes. In addition, inside the encryp-
tion/decryption top levels two additional AXI-4 Stream FIFOs
are employed. First FIFO was necessary for maintaining the
highest data rate via pipelining the relevant AXI-4 signals during
the encryption/decryption processes without being affected by
the encryption/decryption algorithms’ round numbers. The sec-
ond FIFO has established the interface between the encryption
and 100G Ethernet core, and for the decryption it has established
the interface with the 10G conversion step. An overview of the
encryption top level can be seen in Fig. 4, for the decryption this
module is applied in the reverse order.

In the literature [12], the theoretical encryption throughput
is typically calculated by the multiplication of the clock speeds
reachable by the hardware with the number of bus bits leading to
the encryption. Our encryptor hardware operates at 312.5 MHz
clock with Ethernet clock, and accommodates 4 x 128-bit AES
blocks with total of 512-bit bus. Therefore by using the equation
below our theoretical encryption rate could be calculated as
160 Gbps.

Tenc = Tclk × Kbits (1)

In Equation 1, Tenc represents encryption throughput, Tclk is
the clock frequency and Kbits is the number bus bits. Since our
encryptor successfully operated with 312.5 MHz clock frequency
and clock speed is main limiting factor in FPGAs, it would be
possible to encrypt at the current theoretical rate with a faster
Ethernet interface i.e 200G.

Fig. 2. Illustration of the partially reconfigurable architecture

B. Encryption Library

The black box encryption/decryption blocks of the proposed
design is configured by the SDN controller and its encryption
library. The encryption library stores the encryption/decryption
configurations as bit files. SDN controller loads the desired
bit file to the FPGA via Xilinx JTAG interface over USB 3.0 de-
pending on the security, throughput and key generation rate of
the network. At this stage of the research we have integrated
4 different configuration for our encryptor; AES (256,192,128),
Camellia-256, XOR, Plain (no encryption).

AES is considered as an iterated block cipher which means it
utilises invertible functions for encryption/decryption processes,
and also, it accommodates Substitution and Permutation (SP)
Network. Typically SP networks emphasise on parallelism, thus
higher performance can be achieved with less number of rounds.
In specific to the AES, SubBytes, ShiftRows, MixColumns and
AddRoundKeys functions for the Encryption and the inversion
of these functions for the decryption can be found. AES runs
with 128-bit block size, 128, 192, 256 key sizes, and 10, 12 or 14
round numbers depending on the key size. The details of these
function can be found in [31]. AES is accepted as an industry
standard for the security, and, certified by many organisations
such as CRYPTREC, NESSIE and NSA [31]. In this research we
are utilising an internal switching mechanism to allow adjust-
ing the last 4 rounds of the AES implementation from encryp-
tion/decryption blocks based on the key size as it can be seen
in Fig. 3. The main advantage of this mechanism is when the
smaller sized key is used, the light weight AES variations can be
switched rapidly without downloading a bit file from the SDN
controller.

Like AES, Camellia was also certified by CRYPTREC and
NESSIE and supports 256-bit key size with 128-bit block size
[32]. The biggest difference between Camellia and AES is Camel-
lia being a Feistel Network cipher which corresponds to an
increased number of rounds i.e 24 for 256-bit key. The main
advantage of the Feistel Networks is each round can be formed
by non-invertible functions, and still, it can decrypt the cipher
text by applying the rounds in the reverse order. Thus, Feistel
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Fig. 3. Demonstration of the internal switching mechanism for AES

Networks provide a flexibility in terms of algorithm design [4].
In order to show our system’s capability with working with
Feistel Networks, we have integrated a widely popular Feistel
cipher Camellia-256 in to our encryption library. More detailed
explanation of this scheme can be found in [32].

XOR cipher can be considered as the simplest encryption
scheme and it essentially applies addition modulo 2 operation
to every bit of the plain text by using the key. Although, it is
not considered as secure and can be broken with a frequency
analysis, since it can be applied to the entire word in a single
clock cycle it provides a throughput as high as the network
interface. In our implementation, XOR cipher was implemented
by a series of single D-type flip-flops (FF) for synchronisation
and XOR gates for every bit of the 256-bit input word.

C. Key Handling Logic & Key Synchronisation Protocol
The key synchronisation and handling are necessary concepts to
be addressed for encryptor to work correctly. Key handling is
a process of loading and managing keys used by the encryptor.
Keys are loaded to the FPGA via the agent’s instruction words,
and the instructions describe the specifications of the operations
defined by the SDN controller. The interaction between the
FPGA and FPGA agent is managed by the Xilinx PCI-Express
subsystem which utilises Direct Memory Access (DMA). Instruc-
tions loaded to the FPGA by the agent are placed into the DMA
module within the PCI-Express Subsystem, and the Key Han-
dler accesses DMA to decode the instructions and obtains the
requested operation opcodes from the SDN controller. Decoded
keys are stored in a BRAM within the FPGA and used for the
encryption/decryption.

Key Handler accommodates a state machine to recognise the
opcodes and iterate within the DMA addresses. The opcodes
are used for hard and soft resets, changing the size of the BRAM
block, separate encryption and decryption key loading. When
the key loading opcode is detected, the read address of the DMA
is incremented and the Key ID corresponding to the key is ac-
cessed and stored to the RAM address. Each key loaded to the

encryptor posses an unique key ID which is utilised for synchro-
nising the encryption and decryption keys. To be compatible
with European Telecommunications Standards Institute (ETSI)
128-bit Key IDs have been used. The key is stored at the same
address in the RAM with its key ID. Also, it should be noted
that our implementation has separate opcodes for encryption
and decryption key loading mechanisms, and thus, if it is neces-
sary, encryption and decryption can be carried out with different
keys. In addition, by using another opcode the RAM block can
be changed for optimising the key search times for the network.
Therefore, by default 512 element deep BRAM with 384 bit wide
is utilised, however the maximum index that can be used for the
key storage is left for the user to decide.

As it can be seen in Fig. 5, as soon as a new key for the en-
cryption is loaded to the FPGA, the key synchronisation process
is initiated. Key handler module sends a command to the en-
cryption module to interrupt the encryption and embeds the
non-encrypted Key ID synchronisation instruction into the Eth-
ernet Frame. 512-bit AXI-4 stream word is filled with 256-bit
word consists of binary "10" patterns followed by the 128-bit
Key ID and 128-bit ignored field. The pattern of continuous
"10" is recognised as a request for changing the Key ID by the
decryption and following 128-bit is used for searching for the
requested key within decryption local key storage RAM, while
the decryption process is being interrupted. When the decryp-
tion key opcode is used, the key is loaded into the RAM block
directly and no interruption is issued by the key handler. Thus,
the decryption loading opcode is only used for populating the
key storage RAM. It should noted that the addition of opcodes
extends the SDN controller interaction of our original work in
[6, 7].

D. Software Defined Network Controller
The SDN controller adopted in this work implements all the
responsibilities expected, e.g., path computation and resource
management, while controlling the optical switches, key ex-
change devices, key generation server, and the agents needed
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Fig. 4. Internal structure of the encryption top level

Fig. 5. Illustration of the key synchronisation protocol

to create secure channels. Additionally, the SDN controller ex-
pands these traditional functions, adding new network param-
eters related to the key generation, key utilisation and security
(allowing the selection of the desired encryption scheme).

The key exchange devices have companion agents that facili-
tate the communication with the SDN Controller. These agents
are hosted in a key generation server (Fig. 1) which also hosts
the Key Management System (KMS). The KMS is a software
entity that manages keys in a network in cooperation with one
or more other KMS. When new cryptographic keys are gener-
ated by the key generation system, they are securely stored in a
database (also called as key store) managed by the KMS. Such
key stores provide a "key buffer" within the network, effectively
decoupling the key generation process from the key consump-
tion applications, allowing greater tolerance to bursts of key
usage as also to temporary unavailability of the key generation
devices. Relying on KMSs’ monitoring capabilities, the SDN
controller is aware of the usage and generation of keys, which
in turn can be used by optimisation algorithms to fine tune the
network resource allocation.

4. RESULTS

In this chapter, the performance of our proposed architecture
will be discussed. The first performance analysis was conducted
on the logic utilisation for the different encryption/decryption
configurations. The second measurement was taken for deter-
mining the algorithm switching times. The third test was aimed
to measure the 100G Ethernet performance when the encryptor

was fed by a continuous burst of Ethernet traffic. The fourth
performance parameter was the measurement of the end-to-end
latency, and finally our system was tested in a QKD use case for
the measuring the key consumption capabilities.

A. Logic Utilisation

Table 2. Comparison of different configuration logic utilisa-
tion, ∗ algorithm logic utilisation

Cipher LUT FF BRAM Power

AES

205304

(145268)∗

38%

160174

(89178)∗

15%

162

(0)∗

9%

26.860 W

Camellia

112630

(62503)∗

21%

147109

(75943)∗

14%

630

(468)∗

36%

25.020 W

Plain

60317

(501)∗

11%

72011

(1026)∗

7%

162

(0)∗

9%

12.343 W

XOR

60367

(516)∗

11%

72014

(1026)∗

7%

162

(0)∗

9%

12.350 W

For the FPGA based implementation, it is important to dis-
cuss the logic utilisation as a parameter to identify how effi-
ciently the resources are used and evaluate its performance.

In Table 2, the logic utilisation for each cipher configuration
can be seen, AES and Camellia can be easily noticed on the table
with their resource utilisation and power consumption. Memory
is essential for both implementation to implement S-boxes in
their algorithms. In FPGAs, the memory can be implemented
using two different methods; LUTs or BRAMs. When LUT is
used for implementing the memory, logic and register resources
within the SLICE are consumed. LUT based memory operates
with asynchronous read and synchronous write operations. Typ-
ically, this kind of memory provides a faster operation, but larger
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Table 3. Encryption/Decryption Pblocks logic utilisation

Pblock
CLB/

LUT

CLB as

Registers

LUT as

Logic

LUT as

Memory

Dec
85196

93%

22920

14%

77972

88%

3816

29%

Enc
67868

99%

63311

46%

63216

93%

4652

43%

logic utilised by the design, and so, more logic distributed across
the FPGA SLICES. When BRAMs are utilised, design uses less
logic since BRAM employs dedicated areas in the FPGA for the
storage. This can lead to more compact routing and more consis-
tent propagation delays. Also, BRAMs read/write operations
are fully synchronous, so , these kind of implementations are
slower but can be more predictable. However, there is no cor-
rect implementation method, and the decision for BRAM/LUT
usage can vary based on the synthesis tools, project goals and
FPGA of choice. Demonstration of how much different imple-
mentations strategies can affect the encryption performance can
be seen in [10].

Our AES implementation was implemented as more logic
heavy and used LUTs as the main memory elements. Thus,
AES used 38% LUTs while Camellia utilise 21%. On the other
hand, our Camellia implementation relied on BRAM blocks
with 36% whilst AES 9% which was equal to no additional RAM
usage to the base implementation. Therefore, since overall less
logic is used across the FPGA fabric, the usage of the BRAM for
storage reduces the power consumption of the design compared
to the LUT based memory approach. Our AES implementation
consumed 26.860 W power while Camellia use 25.020 W. In
addition, both implementation used around 15% of the Flip-
Flops (FF) available to them.

When XOR and Plain are compared their logic utilisation is
roughly the same as they use around 11% LUT, 7% FF, 9% BRAM.
XOR uses slightly more LUT and consumes 0.07 W more power
but the difference between to configuration is vastly negligible.
Also, both implementations consumes less than the half of the
AES and Camellia power consumption.

Another important parameter for implementing the PR is
Pblocks. Pblocks are essential logical areas defined in the Xilinx
Vivado FPGA development environment to specify the logic
resources that will be used for the implementation. In our design,
we had two separate Pblocks declared one for the encryption
and one for the decryption. Thus, when different encryption
and decryption algorithms run on the FPGA, they will only
reconfigure the area defined by Pblocks. The logic utilisation
for both Pblocks can be seen in Table 3. It should be noted that,
theses are the needed resources for all 4 encryption/decryption
configurations and Pblocks have been chosen to be the smallest
possible to reduce the global signal propagation delays. When a
new encryption algorithm is needed to be adapted to the system
Pblock might require re-adjustment, and since some encryption
schemes might require a larger portion of the logic, this can
result in issues with the timing closure of the design. Therefore,
as the encryption library expands, designing and routing new
algorithms for PR is expected to be a longer and challenging
process compared to the non-PR approach.

Fig. 6. Comparison of algortihm configuration times for differ-
ent encryption schemes

B. Algorithm Reconfiguration Times
Previously in [6, 7], we have demonstrated that without PR the
SDN controller can reconfigure the encryptor in around 11 s.
With PR as it can be seen from Fig. 6, the encryption config-
uration times were dropped down to 2.6 s whilst, decryption
requires around 2 seconds. The configuration time for the static
region (base) was around 11 s. For this test the FPGA Xilinx
JTAG interface via USB 3.0 with 300 MHz JTAG clock was used
and Tcl scripts was written for capturing the times when the
configuration started and successfully ended.

The size of the bit files was related with the amount of the
total logic assigned to the Pblock, and the encryption Pblock
was 8.7 MB, while for the decryption Pblock was 6.7 MB bit files.
Since configuring encryption takes around 2.6 s, our system can
configure 8.7 MB / 2.6 s = 3.35 MB/s. When the decryption or
base bit sizes were used for this calculation, the same configura-
tion speed would be calculated as 3.35 MB/s, since this value is
mainly limited by the speed of the Xilinx JTAG interface.

C. 100G Ethernet Network Parameters
In [6], we have demonstrated the 100G Ethernet performance of
the encryptor. At this stage encryptor’s performance has been
maintained and the results for the performance measurement
will be discussed in more depth in this section.

In this experiment, we have used Xilinx 100G MAC Ether-
ent Statistics Gathering parameter [33] rx goodbytes to evaluate
the implementation performance. In Xilinx terminology, good
bytes are referred as the bytes received by the Ethernet Core
without any transmission errors, and we will refer it as the good-
put. By comparing different implementations’ goodputs the
influence of FPGA routing, implementation strategies, jitter, and
metastability etc.. on errors can be scrutinised. These goodbyte
parameters were accumulated for 100 ms with an internal 312.5
MHz clock. The values captured later used for calculating the
goodput rate per second and Fig. 7 a) was plotted. It should
be noted that the goodput has observed as slightly higher than
the throughput since it was measured by the Xilinx Ethernet
core on received bytes which included the Ethernet overheads,
whilst, the throughput was the highest amount of data could
be encrypted before the core. The plain implementation had a
goodput of 92.8 Gbps, and the algorithms’ goodput was com-
pared against the plain to determine how much each scheme
affected by the transmission errors.

Our Camellia-256 implementation has achieved 91.6 Gbps
goodput which corresponded to 1.3% loss to the transmission
errors whilst, AES-256 and AES-192 had goodputs around
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a) b)

Fig. 7. a) Comparison of block ciphers goodput. b) Comparison algorithm network throughput.

90.4 Gbps and 2.6% transmission errors compared to the plain.
The reason behind this result was, our AES implementation was
being heavily relied on LUT based Memory, while Camellia im-
plementation was designed around BRAMs. Since LUT Memory
(Distrubuted RAM) is formed by combinatorial logic and FF
registers within the SLICE, despite Distributed RAM is being
faster, larger amount of memory requires extensive amounts of
LUT usage and distribution of the memory across the FPGA die.
In addition, Distributed RAM uses asynchronous read which
is more prone to unexpected behaviours. On the other hand,
AES-128 implementation, achieved goodput as high as 91.8 Gbps
and it only had 1% errors. Therefore, our AES implementation
indicated that for the additional 4 rounds of the algorithm, far-
ther away LUTs from the other 10 rounds were chosen which
led design to suffer from propagation delays and resulted in
additional transmission errors. Improving the routing strategy
for optimum LUT placement can be a solution to improve the
goodputs of the AES-256 and 192 in the future. Finally, the
XOR implementation achieved 90.6 Gbps with 2.3% loss from
from the plain. Since XOR implementation is based on utilis-
ing asynchronous logic, it was likely to be suffering from logic
gates’ metastability. In the future, metastability of gates can be
improved by inserting additional synchronisation stages to the
XOR cipher.

For the encryption throughput calculation, Xilinx Ethernet
traffic generator IP core was utilised. Xilinx Traffic Generator
was set to generate a continuous burst of data which was trig-
gered whenever the Ethernet Core was ready. However, the
encryption process before the Ethernet Core introduced latency
due to multiple clock cycles of encryption rounds until the data
was available to the core. Thus, each time the Ethernet Core was
not ready for a transmission and the transmission stopped, a
multiple clock cycle latency was introduced to the system by the
algorithm rounds. The required round number for AES varia-
tions have 10-14 rounds whilst, Camellia-256 requires 24-rounds.

As it can be seen in Fig. 7 b) to demonstrate the effect of
the different round numbers and how much data is loss to the
encryption. The algorithms were compared against the plain
configuration where the plain had a network throughput of
92.17 Gbps. AES variations achieved throughput of around
91.25 Gbps and around 1 % data has been loss as at 10-14 rounds
of operation, while, Camellia-256 had 90.02 Gbps throughput
and around 2.3% data has been loss to encryption. Also, it should
be noted that Camellia implementation utilised the BRAM in-
stead of Distributed RAM. Since BRAM’s read and write op-
erations are synchronous, it introduced an additional internal
delays. On the other hand our AES implementation used LUT
memory (Distributed RAM) where, the write was synchronous

but read was asynchronous. Thus, a slight performance im-
provement was expected by the AES implementation. Since
XOR does not require additional clock cycles its throughput was
the highest with 92.17 Gbps and almost no loss was observed.
XOR data loss was less than 0.1% which can be explained by
the small propagation delays created in the asynchronous logic
gates.

D. Latency
To test the end-to-end network latency affecting each encryption
scheme, 300k standard ICMP Ping messages were transmitted
between server and client (according to Fig. 9) and results can
be seen in Fig. 8. All transmissions are belonging to the inter-
val [0.012 ms : 0.298 ms] and all scenarios present values into
the interval [0.014 ms : 0.225 ms]. By observing the averages
and standard deviations, it is noticeable that all measured la-
tencies are similar in a milliseconds scale. Considering that
the system has microseconds precision for the measurement,
there are no statistically significant differences among the re-
sults, therefore, all encryption algorithms perform on the same
level of the no-encryption scenario (Plain). As a result, our en-
cryption/decryption do not add any impactful latency to the
system.

Fig. 8. Latency intervals measured with ICMP Ping

E. QKD Use Case: Secret Key Generation and Consumption
As an use case of our proposed encryptor in a real-world sce-
nario, we pair it with a QKD network. Fig. 9 shows an overview
of our testbed. The data plane is composed of QKD devices,
secure servers, q-ROADMs [5], the hardware-based encryptors,
and users (clients and servers). IDQuantique Discrete Variable
(DV)-QKD Clavis2 systems which implement the BB84 protocol
are used for the symmetric key generation. The post-processing
required to transform the exchanged photons between Alice and
Bob to secure keys is done through a public classical channel.
This classical channel is a standard Ethernet connection between
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Fig. 9. QKD use case testbed

Table 4. QKD Network Parameters

Link Hops

Length

(km)

Losses

(dB)

QBER

(%)

SKR

(bps)

L1 1 0.5 5.19 1.30 1762

L2 1 1.0 5.70 1.43 1414

L3 1 4.7 7.00 1.91 895.5

L2+L3 2 1+4.7 9.14 3.03 430.6

two servers that are running the quantum protocol and save the
generate symmetric keys in a database where they can be ac-
cessed by the encryptor/decryptor. The optical ports of the QKD
devices and FPGA-based encryptors/decryptors are connected
to a controllable q-ROADM to enable classical data channels and
QKD signal routing and switching functionality. The q-ROADM
provides low loss switching capability for the QKD channel due
its 10 dB limited power budget. The q-ROADM enables the con-
nection between three nodes in a ring topology using standard
single-mode fiber (SSMF). Additionally, it provides the flexibility
of adding new devices/nodes to support new functions required
by new network services.

Table 4 shows the Quantum Bit Error Rates (QBERs) and
Secret Key Rates (SKR) of the different optical links used for the
transmission and reception of encrypted data. As observed in
Table 4, the shortest link (L1) achieved the lowest QBER of 1.3%
and the highest SKR of 1762 b/s while the longest link (L2/L3)
achieved the highest QBER of 3.02% and the lowest 430 b/s SKR.

To evaluate the encryptor’s performance with respect to the
QKD network, in Table 5, key switching timings are measured
using Transaction Control Language (TCL) scripts with Xilinx
Virtual Input Output (VIOs) IPs. The Agent time referrers to
the time lost to the software whereas the FPGA time is the in-
ternal latency of the FPGA. The total time is defined as the time
between a key is being loaded to the FPGA and decryption suc-
cessfully synchronises with the new key ID. In Table 5, loading a
single key from the QKD system takes roughly ≈37 ms and most
of the time is lost to the FPGA Agent software, whilst for the
FPGA it only takes 321 µs. However, FPGA time tends to reduce
if the keys are located in adjacent RAM addresses to ≈240 µs.

Considering that each key takes ≈37 ms to be load to a FPGA,
the maximum key consumption rate that our encryptors can

Table 5. Key Consumption Time

Keys

FPGA

(µs)

Agent

(µs)

Total

(µs)

1 321 36599 36920

5 1288 179231 180519

8 2071 291138 293209

15 3758 539976 543734

achieve is 27 keys per second. Hence, assuming a 256 bit key
size, our design can consume up to 6912 b/s of key material,
which is higher then our current best QKD link in this scenario.

Finally, changing perspectives and analysing how much
data can be encrypted per key, considering AES-256 goodput
(≈ 90.4 Gbps), and the aforementioned values, the best granular-
ity our encryptors can achieve is ≈428 MB of encrypted data per
the same 256 bit key. Applying the same logic to our network
links, links L1, L2, L3 and L2+L3, can achieve 1.64 GB, 2.05 GB,
3.23 GB and 6.72 GB of encrypted data per key, respectively.

5. CONCLUSION

To sum up, we have successfully implemented a dynamically-
programmable SDN-enable hardware encryptor for high-band
optical networks using FPGA and tested it in a QKD use case.
Our encryptor architecture is unique in a way that it combined
100G Ethernet network interface with on-demand reconfigura-
bility of encryption schemes for flexible network security. Pre-
viously we have shown initial results for this research in our
publications [6, 7], and in this paper we have extended our work
with integration of partial reconfiguration for better reconfig-
uration times, and more detailed performance analysis of our
system with latency, network performance,logic utilisation and
a QKD-use case performance.

We have successfully demonstrated network throughput of
around 91.3 Gbps for AES-256,192,128, 90.02 Gbps for Camellia-
256, 92.17 Gbps for both plain and XOR. Also, our AES and
Camellia implementation’s theoretical throughput has been cal-
culated as 160 Gbps. All of our encryption schemes demon-
strated a goodput over 90.4 Gbps whilst, AES-128 was the high-
est goodput with 91.8 Gbps. With integration of PR our proposed
system could reconfigure an encryption block in 2.6 s and decryp-
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tion block in 2 s, which was 9 and 8.4 s improvements compared
to [6], and corresponds to the 3.35 MB/s configuration rate. In
addition, we have measured the end-to-end network latency
as 0.093 ms ± 0.028 ms average. Our architecture also tested
in a QKD use case. With 256 bits keys, the highest achieved
key consumption rate was 27 key/s which corresponded to the
minimum granularity of 474 MB per key. Thus, with 256-bit keys
up to 6912 b/s key consumption rates could be achieved, higher
than the best QKD link in the presented network can generate.

In the future, the encryptor will be extended with multi-
tenant capabilities to provide further flexibility, and support for
multi-client keys for the encryption/decryption. In addition,
our use cases will be extended to work for different scenarios
such as providing an optical network security for the edge node
of the 5G Metro/Core network.
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