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Abstract

Introduction
Digital footprint records – the tracks and traces amassed by individuals as a result of their interactions
with the internet, digital devices and services – can provide ecologically valid data on individual
behaviours. These could enhance longitudinal population study databanks; but few UK longitudinal
studies are attempting this. When using novel sources of data, study managers must engage with
participants in order to develop ethical data processing frameworks that facilitate data sharing whilst
safeguarding participant interests.

Objectives
This paper aims to summarise the participant involvement approach used by the ALSPAC birth
cohort study to inform the development of a framework for using linked participant digital footprint
data, and provide an exemplar for other data linkage infrastructures.

Methods
The paper synthesises five qualitative forms of inquiry. Thematic analysis was used to code transcripts
for common themes in relation to conditions associated with the acceptability of sharing digital
footprint data for longitudinal research.

Results
We identified six themes: participant understanding; sensitivity of location data; concerns for third
parties; clarity on data granularity; mechanisms of data sharing and consent; and trustworthiness of
the organisation. For cohort members to consider the sharing of digital footprint data acceptable,
they require information about the value, validity and risks; control over sharing elements of the
data they consider sensitive; appropriate mechanisms to authorise or object to their records being
used; and trust in the organisation.

Conclusion
Realising the potential for using digital footprint records within longitudinal research will be subject
to ensuring that this use of personal data is acceptable; and that rigorously controlled population data
science benefiting the public good is distinguishable from the misuse and lack of personal control
of similar data within other settings. Participant co-development informs the ethical-governance
framework for these novel linkages in a manner which is acceptable and does not undermine the role
of the trusted data custodian.
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Introduction

Digital footprint records – the tracks and traces amassed
by individuals as a result of their interactions with the
internet, digital devices and services [1], provide a wealth of
ecologically valid data on their behaviours and actions. These
data have great potential to enhance the existing datasets of
longitudinal population studies (LPS), given that these data
are generated in real time, with potentially high temporal
frequency and may be less impacted by some sources of
bias than traditional methods, such as questionnaires. The
opportunities for developing greater understanding about how
behaviours impact upon individuals and population health are
growing due to increasing digitisation, such as the Internet
of Things (personal, household and community devices that
are connected over the internet), social media records, and
widespread adoption of mobile and wearable devices, which
have all produced various novel types of digital footprint data
[2]. In response to these opportunities, the primary funders
of longitudinal research in the UK are encouraging studies
to incorporate linkage to routine records (such as health and
social administrative records) and novel forms of data (such as
Digital Footprint records) into study data collection strategies
[3–5]; and this form of linkage features in considerations for
a Population Research UK programme to help contribute to
the future direction of UK longitudinal research [6]. However,
linkage across datasets is associated with increased risk of
privacy breaches, such as identity disclosure [7], and well-
publicised data misuses and the increasing awareness of
personal data being used as a commodity are resulting in the
loss of trust in organisations collecting data [7, 8].

A substantial effort has been made over the past decade to
understand the public/patient/participant perspective on the
use of their routine records in health and social research and to
involve the public in the research process in a substantive way.
Eliciting evidence from the general population, deliberative
workshops [9, 10] and citizens’ juries [11] have explored
the acceptability of using routine health and social records
in research. These have identified that there is typically
a low understanding of research methods and the value
linked records can bring; but, once individuals understood
the purpose and potential benefits of using data in research,
then this is typically supported on the condition that the
research is intended to benefit the public good and that
sufficient safeguards are in place [9–12]. However, there is a
varying degree of trust placed in different organisations for
the use of data in this way, and the type of organisation
deemed most trustworthy is context specific [13, 14]. Within
longitudinal studies, Stockdale and colleagues’ [15] systematic
review on public attitudes towards the use of patient data
identified a complexity of views and a low level of awareness
regarding the secondary use of health and other records in
research. Nonetheless, the review identified a broad willingness
to share health records for secondary purposes, where research
is designed to benefit the public good; but this willingness is
dependent on sufficient safeguards being in place. The authors
identified that many of the issues raised can be mapped back
to fundamental ethical principles of autonomy, beneficence,
justice and non-maleficence [15].

There is also a growing body of research exploring public
attitudes towards the linkage of novel forms of digital footprint

data. Clarke et al. [16] consulted with the public to explore
attitudes towards sharing loyalty card data and health and
fitness app data for linkage with health records. Barriers to
sharing these data included fears around data security, mainly
data breaches; invasion of privacy; and fears around third-party
access of data. For instance, participants questioned whether
supermarkets would be able to view their health records as
part of the linkage process. Participants believed that their
data could be inaccurate, potentially misleading researchers;
in particular they shared concerns that loyalty card data could
show an incomplete picture of what they actually consume,
and therefore suggest that their diets are less healthy than they
consider them to be. Finally, participants would require more
information in order to understand the purpose and benefits
of linking these types of data for research. A study conducted
by the Wellcome Trust [12] which involved consulting with
members of the public about a variety of different linkage
scenarios revealed various concerns depending on the type of
digital footprint data. For instance, concerns about sharing
social media data were centred around whether location data
could be used for tracking their whereabouts, and the ethical
implications of data relating to third parties who had not
consented to data sharing. Reflecting findings of Clarke et
al. [16], the linkage of loyalty card data and health records
made participants uneasy; in particular, they were concerned
that they may be judged negatively by their GP for eating
unhealthy foods. They also questioned the accuracy of loyalty
card data and the extent to which the data would provide a
true representation of what they actually consumed.

It is therefore imperative that the collection of digital
footprint records takes place within an ‘appropriate ethical and
regulatory framework’ [5]. In order for this framework to confer
acceptability on this data use – to have a ‘social licence’ – it
will need to extend beyond legal and regulatory compliance
[17] and will need to incorporate the safeguards that are seen
as meaningful and necessary to those whose data will be used
(i.e. participants of LPS and the wider public) [18]. In order
to develop such a framework, the Avon Longitudinal Study
of Parents and Children (ALSPAC) longitudinal birth cohort
study sought to engage and involve participants. ALSPAC
carried out five qualitative forms of inquiry in order to gauge
cohort members’ understanding of, and elicit their views
on, the use of various sources of digital footprint data for
incorporation into the ALSPAC study databank for novel
forms of research. This process reflects those carried out by
researchers elsewhere who have engaged with biorepository
participants in order to explore their views on collecting,
storing and sharing genetic research data outside of local
institutions [19]. ALSPAC cohort members have previously
described the importance of engagement that emphasises their
value and leads to them feeling less like a ‘data source’ [20].
Our approach employs a range of methods, which reflects
some of the different options available within longitudinal
studies for participant involvement. A diversity of approach –
utilising qualitative studies, focus groups and a standing panel
of participants with in-depth knowledge of study methods – is
intended to elicit a range of views and perspectives [21].

In this paper we illustrate ALSPAC’s approach to
participant involvement in the design of study data collection
activities. This is illustrated through a description of a series
of studies involving participants in the consideration of novel
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forms of data capture relating to digital footprint records. We
synthesise the results of these studies and discuss the ways in
which the findings will guide the development of the ALPSAC
digital footprint strategy. This summarises the findings of a
report prepared to the UK’s Economic and Social Research
Council [21] and a series of focused papers which describe
some of these specific studies in depth [22–24].

Methods

About ALSPAC

ALSPAC, also known as ‘Children of the 90s’ (Co90s) to its
participants, is a multigenerational prospective birth cohort
study. ALSPAC recruited pregnant women resident in and
around the city of Bristol (south-west UK) and due to
deliver between 1st April 1991 and 31st December 1992.
There were an initial 14,541 enrolled pregnancies comprising
14,676 foetuses (for these at least one questionnaire has been
returned or a “Children in Focus” clinic had been attended by
19/07/99). These pregnancies resulted in 14,062 live births
and 13,988 children alive at 1 year. From age seven attempts
were made to recruit additional cases who were eligible under
the original sample definition [25, 26]. By age 24 an additional
913 index children had enrolled. The total sample size for
analyses using any data collected after the age of seven is
therefore 15,454 pregnancies, resulting in 15,589 foetuses.
Of these, 14,901 were alive at 1 year of age. Of these,
14,775 were live births and 14,701 were alive at 1 year of
age [27]. The cohort has been followed intensively from birth
through self-completed questionnaires and attending clinical
assessment visits. The cohort is multigenerational: comprising
the original pregnant women and the fathers/partners; our
index participants (those due to be born 1991–1992); and now
their offspring. This paper describes evidence collected from
the index participants.

ALSPAC has built a rich resource of phenotypic and genetic
information relating to multiple genetic, epigenetic, biological,
psychological, social, and other environmental exposures and
outcomes. The ALSPAC Web site hosts a data dictionary
that describes the available data (https://bristol.ac.uk/
alspac/researchers/our-data/) and further information can
be found via the CLOSER Discovery metadata platform
(https://discovery.closer.ac.uk/).

Participant involvement in ALSPAC

ALSPAC involve participants in the conceptual and operational
decision making of the study (see Panel 1). A range of
these mechanisms have been used to help develop ALSPAC’s
digital footprint strategy: with participants providing insights
and contributing to research publications through a standing
committee, the Original Advisory Cohort Panel (OCAP) and
targeted focus group exercises. Formal ethical review and
approvals have been sought from the study’s faculty ethics
committee, ALSPAC Law and Ethics Committee (ALEC). The
methods and insights from these exercises are described in this
paper; and are illustrative of ALSPAC’s wider approaches to
participant engagement and involvement.

Evidence from our digital footprint programme

Methods of data collection

The aims of each individual study and the methods used to
collect data are summarised below.

Study 1

Aim: to elicit opinions on the acceptability of data acquisition
from different types of routinely generated records.

Study 1 was an exercise conducted as part of the first
of a series of three focus groups exploring attitudes and
understanding relating to the use of transactional records
in longitudinal research. The methodology is described in
greater detail elsewhere [24]. Through a convenience sampling
approach, we mailed postal invitations to a randomly sampled
sub-set of 600 participants living in the Bristol area. The focus
group was conducted twice, with two independent sets of
participants. The focus groups were held at the ALSPAC study
centre during 2018. Ten participants attended the first focus
group (Focus group 1a), and six different participants attended
the second (Focus group 1b). The researchers (Authors Anya
Skatova, Andy Boyd) presented participants with a deck of 20
cards (Figure 1), each printed with the names of either a type
of routinely generated digital footprint data, such as ‘mobile
phone use’, more established forms of routine records, such
as ‘health records’, or traditional categories of research data,
such as ‘age’ and ‘gender’. An explanation of each card was
provided and then participants were asked to rank the cards
on a sensitivity scale in sub-groups (pairs/trios) and then as
a whole group, in order to produce a consensus ranking. This
involved ordering the cards from most willing (least sensitive)
to least willing to share (most sensitive).

Study 2

Aim: to explore attitudes towards sharing commercial
transactional records (e.g. supermarket loyalty cards, bank
statement data) for longitudinal research, and to understand
which safeguards researchers should consider implementing
when looking to request transactional data from participants.

Study 2 [24] is drawn from the same series of three focus
groups as described in Study 1, although the findings of Study
2 are collected from across all focus groups and specifically
relate to the use of transactional records in longitudinal
research (in contrast, Study 1 describes the findings from
a specific exercise relating to the use of different types of
digital footprint data). Overall, 20 participants attended at
least one focus group. The first focus group explored the use of
different types of digital footprint data in general. The second
focus group involved discussing attitudes towards sharing
transactional data in more detail through numerous interactive
tasks, such as participants being asked to select a ‘story card’,
which presented the viewpoints of different fictional individuals
involved in or affected by record linkage. Participants were
asked to discuss whether or not they identified with the
different viewpoints and discuss with the group. The final focus
group in the series involved presenting participants with a
conceptual framework representing the process of data linkage
within ALSPAC, with participants asked to reflect on their
preferred mechanisms of consent.
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Panel 1: Overarching approach to participant involvement in the design and operation of ALSPAC
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Figure 1: Cards illustrating a range of routinely generated data sources

Study 3

Aim: to seek views on ALSPAC’s use of residential and
personal location data, whether this type of research is viewed
as important and within the perceived scope of ALSPAC, and
whether participants are concerned about the use of their
location information, or perceived specific risks of this type
of research.

In Study 3 [22], ALSPAC data managers (Authors Andy
Boyd, Richard Thomas) attended an OCAP meeting in
2017. Selection and recruitment to OCAP is summarised
in Panel 1. To facilitate the discussion, the data managers
presented hypothetical research scenarios that described
sharing approximate location (e.g. 1 km2 area), specific
locations (e.g. home or school addresses) and exact location
(e.g. GPS tracking). Views were collected, and OCAP
members unable to attend were provided with the information
and were able to submit written comments.

Study 4

Aim: to explore participant views on the acceptability and
necessary safeguards needed to support the use of social media
data in research.

As part of Study 4 [23], ALSPAC participants over two
generations (young people (N=9) aged 26-28 and parents
(N=5) aged 53-65) took part in two separate focus groups.
A random sample of ALSPAC participants who lived within
travelling distance were invited to take part. Researchers
(Authors Oliver Davis, Claire Haworth, Nina Di Cara, Alastair
Tanner) used a phrase template as an elicitation tool. The
template (Figure 2) had fixed text punctuated with blank
spaces; separate word cards were provided and participants
were asked to use the cards to fill in the blanks (up to 108
possible scenarios) and discuss how they would expect these
data to be shared and presented. Participants discussed a
range of social media platforms, but were informed that access

would only be to their ‘visible’ information (i.e. what the public
or their permitted friends and family could see), not their
private information or other data stored on their systems (e.g.
direct messaging, or in online cloud storage associated with
their social media).

Study 5

Aim: to seek views on the understanding and acceptability
of collecting Ecological Momentary Assessment (EMA) data
through an ALSPAC issued smartwatch.

Study 5 involved holding discussions at an OCAP meeting
in 2019. The discussion considered novel mechanisms of
collecting EMA data, but was framed using an exemplar
proposal where ALSPAC participants would be issued with
a Smartwatch which collected self-reported EMA data on
consumption of alcoholic drinks, worn daily for three months.
There were six OCAP members present at the meeting. The
meeting was chaired by a member of the ALSPAC participation
team and the study PI (Author Andy Skinner) was present at
the meeting to outline the project’s aims and methods. An
example smartwatch was brought to the meeting to illustrate
the EMA system. The project was first described and this was
followed by a discussion comprising questions from OCAP and
answers from the author.

Due to confidentiality reasons, minutes from this OCAP
meeting were not transcribed verbatim, and therefore no direct
quotes from members are included in this article. However,
OCAP members consented to share minutes for analysis.

Data analysis

Study 1: The ranked cards showing participants’ decisions
on the sensitivity of different digital footprint sources were
photographed at the meetings and associated discussions were
transcribed.
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Figure 2: An example of a completed template from the elicitation exercise-keep in methods

Studies 1 – 5: A qualitative meta-analysis approach was
adopted in order to synthesise primary qualitative findings from
across the five studies and build a more complex understanding
of ALSPAC participant views on digital footprint data
collection strategies [33]. Thematic analysis as described by
Braun and Clarke [34] was used to identify common themes
amongst the studies. It is important to note that studies 1 and
2 involved the same sub-group of participants; that studies 3
and 5 will have overlap in contributing participants, and that
participants in study 4 are unlikely to have taken part in the
other studies.

The qualitative meta-analysis approach involved first
searching the transcripts for initial codes, which resulted in
nine codes, including misunderstanding, consent, and trust.
These were then merged as appropriate, and final themes were
developed that corresponded to the conditions associated with
the acceptability of sharing digital footprint data for inclusion
in the ALSPAC databank. Author Kate Shiells developed the
initial coding framework, which was discussed and refined with
author Andy Boyd. All authors reviewed the themes. Data
analysis was carried out using NVivo Version 11.4.3.

Results

In this section, we describe the conditions associated with the
acceptability of sharing digital footprint data for inclusion into
the ALSPAC study bank, as specified by cohort participants.

Participant ranking of the sensitivities of data
sources

Results of the data sensitivity ranking exercise in Study 1 are
presented in Table 1.

This suggests that participants independently reached
broadly similar conclusions as to the spectrum of sensitivity
across digital footprint data. However, the most sensitive
data (medical records) have been systematically shared with
ALSPAC, indicating that individuals may be willing to share
sensitive forms of data subject to establishing appropriate
safeguards. Bank transactions were ranked as the second

most sensitive form of digital footprint data in the first focus
group, however the participants in the second focus group
could not reach an agreement on their ranking for this form
of personal data. This group of participants were unsure
of the granularity of data that could be exposed through
access to their bank transactions, which they also discussed
in relation to other categories of data, such as mobile phone
records.

The group discussions identified a broad agreement that
data showing patterns of use (e.g. duration of social media
use) was less sensitive than data showing specific itemised use
(e.g. the content of social media posts). Data showing precise
location (e.g. Global Positioning System [GPS] records from
phone sensors) were also considered sensitive. An individual’s
understanding of the granularity of data that can be accessed
through the various categories is therefore influential on
their decision as to the sensitivity of their digital footprint
data.

Whilst the consensus group exercises produced very similar
outcomes, the different sub-groups produced some ‘outlier’
rankings. For instance, the sensitivity of ‘click history’ was
ranked towards the middle in the overall consensus of both
focus groups, but sub-group 3 in Focus group 1a did not see
it as particularly sensitive:

Search history I wouldn’t be bothered about, I think that can
go over here, you’ve got your click history up there.

-Yeah that’s the same. (Study 1)

This may result from personal experiences or from non-
typical interpretations of the data or the proposed use of the
data. For instance, the use of cycling camera video use was
considered highly sensitive by sub-group 1 in Focus group 1a
due to its links to location and when considering it from a
third person perspective:

People can see where you’re going. (Study 1)

Camera video, didn’t like the idea of being recorded by other
people and stuff like that. (Study 1)
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Table 1: Participant ranking of the sensitivities of different data sources in Study 1

Ranking of sensitivity*
Focus group 1a Focus group 1b

Data Source T
ab

le
1

T
ab

le
2

T
ab

le
3

C
on

se
ns

us

T
ab

le
1

T
ab

le
2

T
ab

le
3

C
on

se
ns

us

Medical Records 5 20 20 20 8 20 18 19
Bank Transactions 5 19 19 19 9 19 20 n/a**
Online Shopping History 1 13 9 8 10 12 4 8
Social Media 2 8 6 10 12 11 1 11
Car GPS 3 7 9 16 18 14 11 14
Online Dating History 5 9 9 11 11 9 6 11
‘Click’ History 2 13 2 11 15 12 5 15
Mobile Phone Use 4 11 6 11 14 4 13 9
Electricity Use 2 5 14 5 4 4 1 4
Browsing History 4 13 n/a** 11 15 17 10 15
Broadband Use 4 13 14 5 4 4 13 4
Mobile Phone GPS 3 18 14 16 20 15 13 18
Loyalty Card Data 2 6 2 8 6 7 1 6
Home Address 5 12 14 16 7 16 18 10
Sleep Patterns 1 4 6 2 1 1 7 1
Search History 4 13 9 11 15 18 5 17
Age, gender, marital status etc 1 10 1 1 3 10 17 7
Physical Activity (exercise) 1 3 2 2 1 2 7 2
Cycling Camera Video 5 1 2 7 13 8 7 11
Car Speed Records 3 2 13 2 18 3 11 2

∗Many groups ranked multiple data sources as having the same level of sensitivity, or clustered sensitivity into groups. The rankings
expressed therefore have many tied values. The colour-coding reflects the quintile of sensitivity ranking, with the shading progressing
in density as the sensitivity increases (quintile 1, lowest sensitivity coloured in a light shade, quintile 5, highest sensitivity in the
darkest shade).
∗∗Participants were unable to reach a consensus as a whole group as to the sensitivity of these data sources.

Themes associated with the acceptability of
sharing digital footprint data

Participant understanding

Under the theme ‘participant understanding’, we address
participants’ need to understand the value, validity and risks
associated with sharing digital footprint data for research
purposes.

Participants made reference to the importance of
understanding the value of using digital footprint data before
providing informed consent, particularly in Study 2, where they
were unclear about why researchers may want to access their
transactional data:

What are you guys hoping to achieve by understanding what
we’re buying, and how is that going to help future

generations? (Study 2)

When study aims were clearly explained to participants,
they appeared more willing to donate their data:

I personally would probably give you all of that [transactional
data] if I had a sheet explaining that you were going to do

something with it and I was happy with the purpose.
(Study 2)

Likewise, in Study 3, when the potential to improve public
health was made clear, participants considered the uses of
spatially indexed and location records for research purposes
important:

It seems to be the reverse of what we normally do, like they
normally like test our bodies and our brains and this seems to

be testing something that may affect our bodies and our
brains, so it seems like it’s going like a little bit further, so I

think it’s quite good. (Study 3)

There was confusion expressed as to the degree of validity
associated with digital footprint data for research purposes.
In Study 5, participants were curious whether people would
answer questions truthfully about their alcohol intake if, for
instance, they had been binge drinking. Participants were also
asked to discuss the option of being able to edit data. They
questioned whether being able to edit answers and add missed
information the next day may increase recall error.

Similarly, in Study 2, participants questioned whether
gathering data about their weekly shop would be indicative
of their individual behaviour if, for instance, it was their
family members who consumed certain products instead of
themselves:
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If you’ve got a family, you’re going to shop for like all four of
you and you might not drink any of it [milk]. So actually, it’s

not that accurate. (Study 2)

Finally, participants require an explanation of the actual
risks involved in sharing digital footprint data. For example,
whilst based on misunderstandings about how their data
would be used, some individuals were concerned that sharing
transactional data may impact on the service they receive:

Could there be a chance that it might impact the deals you
get from your bank, maybe? (Study 2)

Will it affect things like your credit history? (Study 2)

Likewise, in Study 3, participants questioned whether their
location data could be used in legal cases, and in Study 4, had
misconceptions that the extraction of their social media data
could expose them to IT security risks:

Anything that can pick up words on a computer can pick up
everything [...] So if they’re picking up what’s on Twitter

then they can pick up everything else. (Study 4)

Sensitivity of location data

Digital footprint data sources were consistently considered
more sensitive and potentially unacceptable to share if they
revealed location, as discussed by two participants in Study 2,
who feared that they could be ‘tracked’ through their GPS:

I would say it’s because they know your routine more
anything.

-Yeah, where you shop, where you work, where you go out.
(Study 2)

The acceptability of sharing data associated with location
was specifically explored in Study 3. The major concern here
was the way in which multiple datasets could be linked through
common variables, making identification more likely:

I guess people would be like familiar with this kind of data
collection where apps kind of like track you, so that’s kind of

standard, but then I guess like the ethics are more
complicated because you have information on our genes and
stuff as well so like the computers that track our movement,
don’t have that level of information so then like that’s when I

think it’s more challenging. (Study 3)

In Study 4, there were mixed opinions on sharing location
data. One participant was more against the idea:

I think people would be more reluctant to give their location
data, just from speaking to my friends and things because

it’s more. . . I don’t know, creepy. (Study 4)

However, whilst other participants were less inclined to
share their location data on social media in general, they did
not seem to be more concerned about it being used for research
than any other features of their social media profile that could
be collected:

Anything I was sharing on my social media, including
location, I’d be happy to share with Co90s but I do my best

not to share my location with anyone. (Study 4)

Concern for third parties

Participants widely considered the sharing of digital footprint
data to be less acceptable if details of third parties associated
with the data could be revealed, which was linked with lack of
consent from the third party:

It’s all about permission [. . . ] Because if you post that out
there and they want to take it down and you haven’t got
evidence that you’ve got permission from them then it’s a

legal battle really from there. (Study 1)

I object to it strongly [. . . ] my friends haven’t agreed to that.
(Study 4)

A participant from Study 3 was also concerned about
sharing data that could reveal details of their children’s
location:

As a parent you kind of think every stranger is a danger to
your child, but I don’t know, yeah for me that’s just [. . . ] he
is not old enough to know really he is part of a study or the

information being recorded. (Study 3)

There were also similar concerns expressed by some
participants in this study regarding the sharing of photos from
social media that included third parties.

Clarity on data granularity

For many participants, the acceptability of sharing certain
digital footprint sources was associated with the level of data
granularity:

So it it’s your phone numbers and the conversations that
you’re having then I wouldn’t be ok with that, but if it’s just,
I don’t know, how often I send a text or, I don’t know, how
long I spend on the phone, then that wouldn’t be an issue.

(Study 1)

Likewise, when considering the sensitivity involved in
sharing bank transactions, one participant explained how:

It depends on how it’s collected and how confidential the
data’s going to be, how anonymous the data is going to be
etc, because like, if you’re looking at us as a wide group and
you’re seeing like, one of us bought flowers on a particular
date, that’s not really an issue but like, if you’re looking at

each individual and you’re seeing personal transactions,
that’s more confidential. (Study 1)

Whilst generally comfortable with sharing approximate
location data, one participant expressed concerns about
sharing precise location data, which they perceived as
sensitive, particularly when linked to their child. In particular,
they were concerned about the potential for identification
where cell sizes were small, and felt that the sharing of multiple
locations could increase the risk of identification and potential
physical harms to their child:

I would be fine if it was walked past such and such [. . . ] a
tree at 8.02, if it records those things, but if it said walked
past such and such a tree at 8.02 on such and such road, I
personally wouldn’t be happy that that detail was recorded

about my child. Do you see what I mean, because that’s very
specific, you can see where they are, what time of day they

are going past a route. (Study 3)
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Mechanisms of data sharing & consent

In Study 5, participants described a number of features that
could improve the design of the smartwatch for data sharing.
For instance, the survey buttons on the watch face should
be large, and the reminder trigger should not be disruptive.
Participants stated that a ‘back button’ would be useful in
order to correct mistakes, and that they would like the addition
of a ‘repeat option’ that entered the same details, and a ‘skip
option’ in order to complete the survey at a later date.

Participants across all studies also debated retrospective
versus prospective data sharing, with retrospective data
collection seemingly preferable, particularly for location and
transactional data:

With mobile phones’ GPS, like, I don’t mind if it’s
retrospective. So, if like, they see where I’ve been, like, at

some point in the past – fine, but if it’s like, live, like where I
am now... (Study 1)

So your situation might change and the last thing on your
mind would be oh someone’s collecting this, I should be

careful about what I do. (Study 2)

There were also varying opinions expressed in regards to
opt in versus opt out consent, although participants recognised
that if they were asked to use a device to collect data, opt-in
consent would be required:

I guess for this one it would be an opt in, because you would
be asking them to wear the thing or do the thing on their

phone or either way, so they would be fully aware. (Study 3)

Study 2 participants advised that consent forms should be
structured in such a way as to allow participants to fine tune
their consent decisions, allowing for more sensitive elements
of the data to be removed:

If you just say transactional data, if someone doesn’t really
want online stuff within that they will just say no to the

whole thing. Whereas they might have been happy for the
loyalty cards stuff. (Study 2)

One participant also expressed the need to be able to opt
out of sharing data at any time:

So, I think if we had something we could, like a link or
something, we could click on at any point and opt out I

think that would be good. (Study 2)

Trustworthiness of the organisation

The trustworthiness of the organisation utilising the digital
footprint data was another factor which participants stated
would play a deciding factor in whether or not they considered
it acceptable to share their data. ALSPAC was consistently
described as trustworthy. For instance, even though medical
records were ranked the most sensitive of digital footprint
types in Study 1, participants reflected on how they are willing
to share this type of data for ALSPAC research:

I mean, we’ve got medical records as the worst one we’d
share but we’ve all shared and done tests here and had stuff

poked and prodded and filmed. (Study 1)

Participants across various studies discussed the reasons
why they trusted organisations like ALSPAC with their digital
footprint data:

The motivations of Children of the 90’s, some policy makers,
and people who are researching or looking into rare diseases,
that would be, erm, I don’t know, it’s something about their

motivations just seems more legitimate. (Study 2)

Children of the 90’s is fine because I know you’re not going
to sell it. (Study 4)

Participants also spoke about the importance of trusting
the organisation collecting data ensures anonymity at the point
that researchers access the data:

I don’t think I mind if it’s, if it’s anonymous [. . . ] because it
can’t be attributed back to you in any way. So long as

there’s no way of linking it back to you, I don’t really see the
harm in that I don’t think. If it’s just a number. (Study 1)

However, participants were happy for identifying data to
be available to the ALSPAC data study manager, who would
need this for linkage purposes:

I am happy with it, I guess a lot of our stuff is putting our
faith in Children of the 90s. (Study 3)

Finally, when researchers seek to obtain any new sources of
digital footprint data, participants discussed the importance of
enacting standard safeguards already used by ALSPAC, such
as issuing contracts for data sharing, enforcing sanctions for
misuse, and encryption of data.

Discussion

Given the rapidly evolving nature of populations today, it is
crucial that longitudinal population studies adapt to collect
novel forms of data representative of these populations
accordingly [4, 5]. However, this should be accompanied
by a consideration of the concept of ‘social licence’ [17],
whereby it is imperative that this novel use of participant
data is understood by and acceptable to individuals in order
to maintain trust in the wider study.

Cohorts have a variety of methods available to them
to engage with their participants in order to understand
what is considered acceptable in the realm of data sharing,
from established participant representatives to more formal
research processes and informal community activities. This
paper provides a summary of the types of qualitative methods
used by ALSPAC to engage with their cohort. Participants
have been able to use these exercises, amongst a wider
engagement and consultation programme, to help contribute
to the design of the study. The paper also provides a synthesis
of insights into cohort members’ views and suggestions for
the collection and linkage of digital footprint data. This
will provide ALSPAC with a valuable evidence base with
which to develop their digital footprint data linkage strategy.
Several specific meaningful impacts for this strategy have been
identified and are elaborated upon below.
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Impact of cohort views on the ALSPAC
strategy

Cohort views 1

In view of the novel nature of the data ALSPAC are seeking
to obtain, participants will require an explanation of how their
digital footprint data will be used prior to seeking consent for
incorporation into the databank. This is reflective of previous
research which has found that participants often have low
levels of understanding of how health records [10] and social
media data [35] could be used in academic research. However,
once participants from the ALSPAC cohort understood how
sharing their data could benefit the public good, they were
largely more accepting of doing so. It is therefore paramount
that studies communicate the benefits that can be realised
through using these data sources, and it would be prudent to
seek insights on how best to achieve this from initiatives such
as Understanding Patient Data [36].

Impact 1

Study communication materials are shaped with participant
input (both insights from exercises such as these, and also
direct involvement by participant advisors and contributors;
e.g. http://www.bristol.ac.uk/alspac/participants/newsletters-
leaflets/). In response to a previous participant involvement
exercise [30], ALSPAC have developed a formal set of study
principles, ‘Our Commitment to You’ (http://www.bristol.ac.
uk/alspac/participants/our-commitment-to-you/), emphasis-
ing autonomy, the role of ethical oversight, the principle of
confidentiality, and that the study’s research aims to deliver
public benefits and will not be used for profit. These high-
level principles are used as part of ‘fair processing’ information
describing study activities and safeguards.

In some situations, the creation of these safeguards – for
example, that only study data managers are able to process
sensitive identifiable information such as exact address – may
be seen to hinder the research process and be a barrier to ‘open
research’. To help explain this to researchers, participants
have co-authored a publication which outlines the participant
rationale for these decisions to an academic audience [22].

Cohort views 2

ALSPAC have traditionally used questionnaires to gather a
range of data from the cohort, where participants are aware
of the parameters in which they are being measured and
can make a conscious and informed choice about which data
to share. However, requesting the passive regular sharing of
large amounts of digital footprint data is accompanied by
legitimate fears about what could be revealed to researchers.
Participants expressed concerns about the disclosure of third-
party information that could take place particularly through
the sharing of transactional and social media data. Similar
concerns have been raised in previous research [35], where
participants were unsure whether they could consent to share
their photographs from social media that included third
parties. Furthermore, data granularity was associated with
increased risk, in particular when sharing location data. Prior
research has shown that this may be a valid concern. For
instance, the granularity of social media data collected at high

frequency intervals potentially allows researchers to build a
very accurate picture of an individual [37].

Impact 2

The Project to Enhance ALSPAC through Record Linkage
(PEARL) has established a data extraction and processing
pipeline, which is built to ‘Data Safe Haven’ principles [38].
A central principle in this approach is that access to sensitive,
identifiable information is restricted to study data managers.
The approach maximises the potential for future use by
allowing study data managers to curate rich, identifiable data
which can be held within the Safe Haven and be processed for
each approved study in order to meet their specific needs. For
example, free text extracted from social media records would
not be shared in its raw and disclosive form: rather, it would
be typical for machine learning approaches (such as Natural
Language Processing algorithms) to produce non-disclosive
derived outputs [38]. These algorithms and outputs would
be tailored to each use case and applied by the study data
manager: although this methodology may introduce barriers to
some research designs (such as exploratory Machine Learning
which requires interactions between the free text and study
outcome data), and this may require alternate safeguards
(e.g., operating on a locked down machine in a secure
setting).

Cohort views 3

Evidence collected from participants across the studies
suggests that in order to maximise data sharing, participants
should be provided with granular consent options, such as the
choice of whether to share precise location data, or various
spending categories within transactional data. Furthermore,
the choice to share data prospectively was described as
allowing participants to feel more ‘in control’ over what data
is being collected. In addition, participants highlighted the
importance of being able to opt out of sharing data in the
future, with a quick and easy mechanism to do so.

Impact 3

As regards to consent approaches, all participation in ALSPAC
is voluntary and providing data or involvement in any part
of the study is discretionary. Consent for sharing of digital
footprint records is likely to be based on opt-in consent, as
most digital footprint linkage will require active participant
involvement. For instance, participants actively need to
disclose their Twitter account handle [39], or to participate
in an EMA exercise. The information materials provided will
be tailored to address areas of uncertainty and the safeguards
participants consider necessary.

Strengths and limitations

Whilst Studies 1, 2 and 4 were conducted and reported
according to the Core-Q guidelines for qualitative research
[40], Studies 3 and 5 are based on discussions held during
OCAP meetings and cannot be considered robust qualitative
research. This is specifically true of Study 5, where minutes
from the meeting were used instead of verbatim transcripts.
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Furthermore, OCAP members – as with any committee –
will not necessarily be representative of the ALSPAC cohort,
although this is offset by the value arising from their strong
understanding of epidemiological methods. However, this
paper is part of a diverse group of work that is using a
breadth of approaches in order to ensure the voice of the
ALSPAC cohort is heard, and evidence is collected in order
to shape future strategies. For instance, qualitative research
with cohort members has also been conducted in order to
explore their views on data linkage [30]. Furthermore, ALSPAC
have conducted randomised trials with participants in order to
elicit their opinions on materials to improve consent response
rates [41], and to explore the effectiveness of opt in versus
opt out methods of contacting participants for re-engagement
[42]. Finally, participant representation on study committees
helps ensure the interests of the cohort members are formally
represented on an ongoing basis.

It is anticipated that the insights generated, and actions
taken by ALSPAC, may also serve as an exemplar for other
longitudinal studies seeking to act within an ethically-sound
framework. This paper provides new evidence in an emerging
research area, within the context of longitudinal research:
particularly reinforcing existing findings on the importance of
clear communications emphasising the purpose, benefits and
potential limitations of a novel technique [12, 16]; identifying
the role of study staff as trusted actors in the de-identification
process [12, 16] and the importance of autonomy [16]. These
findings supplement recent public dialogue exercises conducted
by the ESRC ‘Population Data Laboratory’ programme [43]
which are intended to help design a new UK birth cohort study
and a focused case study within the evidence on ‘social licence’
in a research context. The insights will also help inform the
development of appropriate data flows of de-identified data
to researchers, and also centralised infrastructure such as the
UK longitudinal Linkage Collaboration (https://ukllc.ac.uk/)
or the UK Data Service (https://www.data-archive.ac.uk/).

Conclusion

Realising the potential for using digital footprint records
within longitudinal research will be subject to ensuring that
a ‘social licence’ for this use of personal data is achieved; and
that rigorously controlled population data science delivering
benefits for the public good can be distinguished and viewed
separately from the misuse and lack of control of these
data within other settings. Key to this will be the use of
granular and clear consenting strategies and that studies
take on the role of trusted data custodians and implement
transparent and robust controls on data processing and
use which have been co-developed with participants. This
will include separating the data collection, processing and
dissemination processes so that data acquisition and the
processing of incoming granular data is conducted by study
staff operating in a trusted role, before de-identified and
filtered data are securely shared with research users in line
with the reasonable expectations of study participants. Where
such governance is in place and clearly communicated to
participants, the evidence from our participants suggests that
the collection of digital footprint records will be viewed as
acceptable.
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